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Proposal for Improvement Idea for the Phishing Site Detection Method
Using Natural Language Processing and Convolutional Neural Network
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In recent years, the number of victims of phishing scams has increased with the spread of the Internet. There is a limit
to the human response to all phishing scams, which are becoming highly developed. Therefore, Kasahara[l] and
Kobayashi[2] proposed a method to automatically detect phishing sites by Image recognition technology and Natural
language processing. However, the method by Image recognition yielded effective results against phishing sites, while
the method by Natural language processing did not yield effective results against phishing sites.

The aim of study is made detection methods by Natural language processing, and it proposes an effective tool against
for phishing sites. In this study, HTML source data collected from each site is preprocessed before use. This HTML
source data is converted into a vector using TF-IDF and Doc2Vec, and analyzed by a Convolutional Neural Network
to determine if it is a phishing site. The results showed that the proposed method better than previous studies. In
particular, the method using TF-IDF and Convolutional Neural Networks was found to be effective against existing

phishing sites.
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