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Effective Attack Detection in IoT Networks using Ensemble Learning
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This study proposes an IoT attack detection method based on ensemble learning. Random Forest and XGBoost were

combined to improve detection performance, and temporal features were incorporated into the dataset. Experimental

results show that the ensemble model outperformed individual models in terms of recall and F1-score, demonstrating

the effectiveness of ensemble learning for IoT attack detection.

1. #%
I ToT B O KA JoT Xy N — 27 %
B & LT A N—IBREEIN L TV 5 A WS
TILIOT F v N U — 2728 2B @E Mm% B
f & U CRERHY - e B B OB HT,SOM 12 X %
A[#i4k,Random Forest 35 2 8 XGBoost % fHV /=7
VYT NVEREEAT D .S, BT IR
VIalb—va Il KD U C B EnrEEE
BLOZEMEON EZ2BRET 53]

2 REFEOHE

ABFGE UL, BB HT,.SOM 1 L A AT, 7 >
WANIIZE S0 SN v =BV PRV IV e
K DI D 72 D B FEZR—E T 5.
2.1 BRSO

BRI I3 UM A BINC BB AR I & o i3
5 TR 2 ORI AIE ) 2 iR S .
TN DT B D T R R L OWE H
Tz R E & L TR E T LVIEA L, K
B EPERE DR F AN S,
2.2 B #8817 v 7 (Self-Organizing Map : SOM)
SOM #HWW2% Z & THBMOREEN R 5K
BO(E & IEHIEE O oS & eIk Uit o
SYBEMERB B NS — o DS AR S IS
X0 g EE T VEREHC BT D B ERINE
K OET AR DZ YA T 5.
237 oY UTILEE

Random Forest & XGBoost |Z & VW B S 7=
B T 2D TR Z BMELT 57 o7
FEERAND. 2 E Y KT L O Tl
I LR E DT T MITIRIFE L2 WEE LT
B2 89 5 [2].
Q4FEVTALOSZTAL—Y3Y

WIS DA E) 2 B JE LT MEREi i 217 2 7=

I

TFHETERYE DT 2T AR R EREER
2025 -5 2R 3T U AR 5

WIZ, BT ey alb—a a2 Hng I
B R REERE LTI U2 LB L&,
N AOEFIIHEDS E PRIREREZMHIE L7 LT
MR 2 H 42 Z & T, T AMERE D FHIHIEH
M3 L OREEERETT 5.

3. EEME

BEAFAIFZE Tl IoT BREE 240 L= BO85E(E & 1E
WiB(E 2 KT 5T — Z B OREL EmEESC
PRIy WU 8 ORHBEE AW EE I K D
W FIENHRE STV A FE 72, Precision, Recall,
Fl A a7 g B OFAGERE 2 FH O 7 PERE R
X°,SOM (2 XD EE/ N Z — > OFHULRNAEZTH
52 EMIRENTWD . — 5 CTHBEBAERDEE)
REERBE A ME LI MRE R E I >V i1
e & TV 1.

4 #BRELUEBR
4.1 BEHOTOHER

IRFFHT AT, MR A R OBCER A A K 1, K 2 1R

1e6 Attack Counts by Hour and Attack Type

Attack Type
mm  backdoor
s ddos
B dos
EEE injection
. mitm
B password

ransomware
mmm scanning
xss

2.5

Number of Attacks

’ 0123456 78 91011121314151617181920212223
Hour of Day

X 1 Wf A SIS



Attack Counts by Day of Week and Attack Type
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Precision Recall F1-score
1E% (0) 0.4765 0.5109 0.4931
Bz (1) 0.9872 0.9853 0.9862
Accuracy 0.9732
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Precision Recall F1
Mean 0.999361 0.880400 | 0.932814
Std 0.000148 | 0.101689 | 0.061536
Min 0.999197 | 0.624052 | 0.768443
Max 0.999764 | 0.963005 | 0.980767
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